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Effective Date of the current version of this Policy: May 24th, 2018
PLEASE READ CAREFULLY, DOWNLOAD AND SAVE THIS DOCUMENT.
1. Scope of our Privacy Policy
2. How we collect information about you
3. What kind of information do we collect?
4. Our use of ‘cookies’
5. How we protect and store personal information
6. How we use the personal information we collect
7. How personal information is used for marketing
8. How we transfer personal information
9. How to control our communications
10. How to access or change your personal information
11. How to contact us
Please read the following carefully to understand our views and practices regarding your personal
information and how we treat it. We are committed to protecting and respecting your privacy.
1.

Scope of our Privacy Policy
1.1

For the purposes of the General Data Protection Regulation (Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 (“GDPR”)), the data controller is Compass Plus (Great
Britain) Limited (company number 5591482) of 9 The Triangle, NG2 Business Park, Nottingham, NG2
1AE, United Kingdom.

1.2

This Compass Plus (Great Britain) Ltd. privacy policy (the “Policy”), together with our Terms of Service
and any additional terms incorporated by reference into the Terms of Service applies to personal
information we collect from you, or that you provide to us, and describes how Compass Plus (Great
Britain) Ltd. and its subsidiaries, affiliates and associates (“Compass Plus”, “we”, “our” or “us”) collects,
uses, protects, stores, shares and otherwise processes information about you when you interact with us
and when you register to use Compass Plus’ services such as “MobiCash App”, our websites and any
other features, technologies or functionalities offered by us on our websites, mobile applications or
otherwise (collectively referred to as the “Services”). By agreeing the terms of this Policy when you
register and use our Services, you understand that we shall process your personal information
for an unlimited period as described in section 3 below, including its collection, record,
systematization, accumulation, storage, clarification, extraction, use, protection, transfer
(including cross-border transfer) and any other processing in the ways set out in this policy
either by automated or manual means.

1.3

Please note that you permit us to share certain information with third parties and this Policy does not
apply to the practices of other users of our Services (including Third Party Suppliers (as defined in the
Terms of Service)) that may collect information from you by various means through Third Party Sites
(“Third Party Sites”) when you interact with them through the Services. This includes third parties which
use our services on their websites, who are not under our control and process your personal information
as an independent data controller; we are not responsible for and do not endorse their content or their
privacy policies (if any). You will need to make your own independent judgement regarding your
interaction with these third parties, including the purchase and use of any products or services
accessible through them, therefore please review their privacy policies for information about their own
privacy practices before providing them with any personal information.

1.4

Throughout this Policy, we use the term "personal information" to describe any data associated with
a specific person that can be used directly or indirectly to identify that person.

1.5

We may change this Policy from time to time. We will notify you of these changes when you next use
MobiCash App (where applicable) and/or also by way of posting an amended version on our website.
We recommend that you regularly check the current version available. If we make changes to this Policy,
the “Effective Date” at the top of this page will be updated accordingly. The revised version will be
effective from the date it is posted on the website and/or from the date we notify you via the “MobiCash
App”. If you do not accept any amendment(s) to the Policy, you must close your “MobiCash Account”
by following the unsubscribe procedure set out in our Terms of Service (or any other specific agreement

that we have entered into with you) and stop accessing and using our Services. If you do not object to
an amendment by closing your MobiCash Account within the 30 day notice period, you will be deemed
to have accepted the updated Policy. For this purpose a “substantial or material change” means a
change which we believe in our reasonable opinion to either reduce your rights or increase your
responsibilities, but which does not relate to a new product or service, nor a change we must make to
comply with any applicable law.
1.6

2.

Special note about children. Children are not eligible to use our Service and we ask that minors
(persons under the age of 18) do not submit any personal information to us or use our Services unless
they are 16 or 17 years old and their parent or legal guardian has reviewed and agreed to this Policy
and the Terms of Service and is happy for them to download, access and use the MobiCash App and
our Services. We do not knowingly solicit data online from, or market to, persons under 18 years of age.

How we collect information about you
We collect the personal information that you provide to us and the information you generate by your use of our
Services.

3.

What kind of information do we collect?
3.1

3.2

When you first use the MobiCash App (“MobiCash App”, “MobiCash”) and/or our other Services, you
will be asked to register for an account (known as the “MobiCash Account”). We may request, collect
and process the following data about you:
(a)

Personal information: your name, address (including residential address, billing address and
postal address), mobile phone number, email address, card registration number and other similar
information. Before you may use our Services, we may also require you to provide additional data
with which we can use to verify your identity, or manage risk, such as your date of birth,
identification number, nationality, and other data which can be used for personal identification
purposes that may be required by law.

(b)

Financial information: payment card number (including credit card, debit card, charge card
and/or stored value card) and/or any other number of an accepted method of payment (including
a bank account number) and/or payment instrument number or identification (“Payment Method”)
that you associate with your MobiCash Account in order to facilitate MobiCash transactions
(“Transactions”). We may also collect related Payment Method information such as your card
expiry date and billing address.

Information generated from use of the Services
(a)

When you visit our Services website or use MobiCash App, we may collect device-specific
information about the mobile handset, tablet or any other device (Device) you may use to
download MobiCash, including where applicable, your hardware model, operating system
version, unique device identifiers, mobile network information, your internet protocol (IP)
addresses, internet service provider (ISP), clickstream data and standard web log data, (such as
your browser type and language, and the webpages you access on our Services websites). We
may associate Device information with registration information and will treat the combined
information as personal information in accordance with this Policy for as long as it is combined.

(b)

When you use the Services to make a Transaction, we may collect information generated from
each of your purchases including the date, time and amount of the Transaction, a description
provided by the seller of the goods or services purchased, names and email addresses of the
seller and buyer (or sender and recipient), the type of Payment Method used, any notes you may
enter about the Transaction and any special offers or loyalty programs associated with the
Transaction.

(c)

When you use a location-enabled device with the Services, we may collect geographical location
data or use various means to determine the location, such as sensor data from your device that
may, for instance, provide data on nearby cell towers and Wi-Fi access spots. You can withdraw
your consent at any time by disabling the location services option for MobiCash within the settings
on your Device.

(d)

4.

We may collect device event information such as crashes, system activity, hardware settings, the
date and time of web page requests and referral URLs.

3.3

Website traffic information. Because of the way Internet communication standards work, when you
arrive at or leave our websites, we automatically receive the web address of the site that you came from
or are going to. As mentioned above, in connection with our collection of web log data, we also collect
information on which pages of our websites you visit, IP addresses, the type of browser you use and the
times you access our websites. We use this information to try to understand our customers' preferences
better and to manage the load on our servers, so as to improve our services and your experience with
us.

3.4

We may collect additional information about you from third parties such as information from the Third
Party Suppliers related to your Transactions with them, from third party credit and fraud prevention
bureaus and/or identity verification services, the results when you respond to a survey or participate in
competitions or promotions, loyalty programme information relating to a third party loyalty scheme which
you may choose to provide to facilitate loyalty programme benefits by using MobiCash and Services,
details of transactions you carry out through any Third Party Sites, including any transactions which you
have commenced but not completed, from interactions with members of our corporate group entities
and/or from interactions with the Compass Plus customer service team.

Our use of ‘cookies’
Cookies are small files of data that reside on your computer and allow us to distinguish you from other users
of our Services. This helps us to provide you with a better experience when you use our Services (such as
when you browse our websites) and also allows us to improve our Services. For detailed information on the
cookies we use and the purposes for which we use them, see our Cookie Policy.

5.

6.

How we protect and store personal information
5.1

The security of your MobiCash Account depends on you keeping your account PIN and any other
Credentials (as defined in the Terms of Service) confidential. It is your responsibility to control access
to your mobile device and the MobiCash App, which includes keeping your PIN confidential and not
sharing it with anyone. It is also your responsibility to notify Compass Plus if you believe that the security
of the data in the MobiCash App or your Services have been compromised.

5.2

We will not store any personal information, including your PIN on your mobile device.

5.3

By allowing us to release your personal information to a Third Party Site, the data that we collect from
you may be transferred to, and stored at, a destination outside the European Economic Area (EEA)
including the US and/or Canada. It may also be processed by staff operating outside the EEA who work
for us or for one of our suppliers. These staff may be engaged in the fulfilment of your request, order or
reservation, the processing of your payment details and the provision of support services.

5.4

We store and process your personal information in a heavily encrypted format on our servers in the
United Kingdom and/or third party servers located in the Russian Federation. We protect your personal
information by maintaining strict electronic, physical and procedural safeguards. We use software-based
safeguards such as firewalls and data encryption and we have strict security measures that limit physical
access to our buildings and files. We authorize access to users’ personal information only for those
Compass Plus employees who require it to fulfil their job responsibilities.

5.5

Unfortunately, the transmission of information via the Internet is not completely secure. Although we will
do our best to protect your personal data, we cannot guarantee the security of your data transmitted to
our Services; any transmission is at your own risk. Once we have received your information, we will
adhere to strict procedures and security features to try to prevent any unauthorised access as set out
above.

5.6

We will not keep personal information any longer than is necessary for the fulfilment of the purposes
(including any directly related purpose) set out in clause 6 below. We will purge unnecessary personal
information from our system in accordance with our internal procedures.

How we use the personal information we collect

6.1

6.2

We will only use your personal information when the law allows us to. Most commonly, we will use your
personal information in the following circumstances:
(a)

Where you have provided your consent, i.e. to receive marketing information (see section 7
below);

(b)

Where we need to carry out any actions related to the Mobicash account you have set up with
us;

(c)

Where we need to comply with a legal obligation;

(d)

Where it is necessary for our legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests;

(e)

We may also use your personal information in the following situations, which are likely to be rare;

(f)

Where we need to protect your interests (or someone else's interests); or

(g)

Where it is needed or for official purposes.

Our primary purpose for collecting your personal information is to provide you with a simple, fast and
secure experience when using the Services. Specifically we may use your personal information for the
following purposes:
(a)

application processing for the Services;

(b)

provision of customer and location tailored Services;

(c)

facilitation and validation of Transactions in a safe and secure way;

(d)

provision of notifications regarding your Transactions and unpaid bills (including pending bills),
and/or provision of other technical notices, updates, security alerts, and support and
administrative messages;

(e)

generation of usage, transaction, spending and/or other reports as requested by you;

(f)

maintenance of your Transaction history for present and future reference;

(g)

delivery of Loyalty Rewards and Offers (as defined in the Terms of Service) from Third Party
Suppliers (as defined in the Terms of Service) that you have made payments to using the Service.;

(h)

delivery of the MobiCash Loyalty (as defined in the Terms of Service);

(i)

identification of usage trends and the determination of the effectiveness of our communications,
assistance in disputes resolution and provision of other forms of customer support, including
responses to your enquiries and the fulfilment of your requests for information;

(j)

data analysis, audits, development of new products, tracking, operation, improvement and
personalisation of the Services, content and advertising;

(k)

comparison of the information collected for accuracy and verification of this information with
authorised third parties;

(l)

prevention or detection of potentially prohibited or illegal activities under applicable law, including
laws outside your country of residence;

(m)

compliance with and making such disclosures as are required by the applicable laws, rules,
regulations and guidelines; and

(n)

any other purposes directly related to the purpose for which the personal information was
originally collected;

(o)

as we believe to be necessary or appropriate: (a) under applicable law, including laws outside
your country of residence; (b) to comply with legal process; (c) to respond to requests from law

enforcement and other government authorities including public and government authorities
outside your country of residence; (d) enforce or apply this Policy or the MobiCash Terms of
Services; (e) to protect our rights, privacy, property or safety, and/or that of our affiliates, you or
others; and (f) to allow us to pursue available remedies or limit the damages that we may sustain;
and
(p)

7.

8.

in any other way that is envisioned by this Privacy Policy or the Terms of Service.

6.3

We will send emails asking for you to access, review and edit your personal information and consents.

6.4

If we plan to use your personal information for purposes not set out in this Policy, we will notify you and
seek your prior approval.

How personal information is used for marketing
7.1

Compass Plus intends to use your mobile phone number and email address (if and where applicable)
for direct marketing or otherwise to provide you with information about goods or services and\or
promotional offers that may be of interest to you. But we may not use your personal information without
your consent.

7.2

We intend to use this personal information set out in clause 7.1 for the marketing of the new services
and products, features and/or promotional offers provided by Compass Plus and/or our Third Party
Suppliers. However, we will not pass on your phone number and/or email address to our Third Party
Suppliers for direct marketing of their products or services to you. You will not receive any direct
communication from the Third Party Suppliers unless you have entered into a separate agreement with
them and in which case we are not responsible for and do not endorse their privacy policies and we do
recommend that you use your own independent judgement regarding your interaction with them. All
direct marketing communication will be provided to you via MobiCash App and/or sent to your email
address by our marketing and/or customer service team (if and when applicable).

7.3

By using the App or the Service, if you have given consent by accepting this Privacy Policy and the
Terms of Service by means of ticking the appropriate box, you understand that you allow information
from MobiCash App to be used by Compass Plus in order to present you with relevant Offers and Loyalty
Rewards from Third Party Suppliers that you have made payments to using the MobiCash Service.

7.4

Should you choose to opt in, in the way described above, the MobiCash Service may send you marketing
communications as part of the MobiCash Loyalty. In consideration for Compass Plus granting you
access to and use of the MobiCash App and our other Services, you agree that Compass Plus may
automatically subscribe you to the MobiCash Loyalty and you further consent to receiving all marketing
communications related to MobiCash Loyalty.

7.5

We do not disclose information about identifiable individuals to our Third Party Suppliers, but we may
provide them with aggregate information about our users (for example, we may inform them that 100
users have subscribed to their Loyalty Reward scheme and 50 of them have redeemed points in the last
month). We may also use such aggregate information to help our Third Party Suppliers to reach the kind
of audience they want to target (for example, the top 100 highest spenders in their location specific
outlet). We may make use of the personal information we have collected from you to enable us to comply
with our Third Party Suppliers’ wishes by providing Loyalty Rewards and/or Offers to that target
audience.

7.6

We will not transfer, sell, rent or trade your personal information to other third parties for their marketing
purposes without your consent. We may combine your information with information we collect from other
companies and use it to improve and personalise our services, content and promotions.

How we transfer personal information
8.1

In general, your personal information, Payment Method data and any or all of your MobiCash Account
data will be kept confidential. However, in order to fulfil the purposes set out in clause 6 of this Policy,
Compass Plus may disclose your personal information to the following parties (whether within or outside
your country of residence):
(a)

MobiCash Third Party Suppliers that you transact with;

8.2

(b)

Compass Plus’ group companies, subsidiaries, affiliates, strategic partners or acquirers that are
under a duty of confidentiality to Compass Plus and have undertaken to keep your personal
information confidential;

(c)

agents, contractors, suppliers or third party service providers under contract who provide
business operations support such as credit reference and fraud prevention, collection activities,
and technology services. Our service agreements dictate that these service providers only use
your data in connection with the services they perform for us and not for their own benefit,
however, please note, that your personal information may then be used by the third party in
accordance their own privacy policy as an independent data controller (for example, to contact
you pursuant to your interactions with them);

(d)

the police; security forces; any law enforcement agencies, competent governmental,
intergovernmental or supranational bodies; competent agencies, departments, regulatory bodies,
self-regulated authorities or schemes; or organisations or other authorities in the event:
(i)

we are compelled to do so by a body referred to above, law or a court order;

(ii)

we need to do so to comply with credit card association and/or payment scheme rules;

(iii)

we are cooperating with a law enforcement investigation;

(iv)

we believe in good faith that the disclosure of the information (including personal
information) is necessary to prevent physical harm or financial loss, to report suspected
illegal activity, or to enforce, act in compliance of, or investigate violations of, any standard
Compass Plus Terms of Services;

(v)

businesses or entities that we plan to merge with or be acquired by (should such a merger
occur, we will require that the new merged entity follow this Policy with respect to your
personal information); and

(vi)

other third parties with your express consent or direction to do so.

The data that we collect from you will be transferred to, and stored on our servers in the United Kingdom
and/or at a destination in the Russian Federation and may be transferred and/or stored to other places
at Third Party Sites outside the European Economic Area (EEA) including the US and/or Canada. It may
also be processed by staff operating outside the EEA who work for us or for one of our suppliers or Third
Party Suppliers. These staff may be engaged in the fulfilment of your request, order or reservation, the
processing of your payment details and the provision of support services. By submitting your personal
data, you agree to this transfer, storing or processing. We will take all reasonable steps necessary to
ensure that your data is treated securely and in accordance with this Policy. In particular, all information
you provide to us is stored on our secure servers and any information we process relating to your
payment transactions will be sent over an encrypted connection to Third Party Sites. We also employ
the Model Contractual Clauses which have been drafted in conjunction with, and approved by, the
Information Commissioner’s Office. If you require further information about this protective measure, you
can request it from our Data Protection Officer.

8.3

Third Party Sites may be located in other countries where the laws on processing personal information
may be less stringent than in your country. We also adopt strict procedures and security features to
prevent unauthorised access as outlined in the relevant data centre security policy, an electronic copy
of which can be requested via the ‘Contact us’ option in the settings menu within the MobiCash App.

8.4

Our Services websites may, from time to time, contain links to and from the websites of our partner
networks and affiliates (including, but not limited to, websites on which the MobiCash App or the
Services are advertised). If you follow a link to any of these websites, please note that these websites
and any services that may be accessible through them have their own privacy policies and that we do
not accept any responsibility or liability for these policies or for any personal information that may be
collected through these websites or services, such as contact and location data. Please check these
policies before you submit any personal data to these websites or use these services. You should be
aware, however, that the transmission of information via the internet is not completely secure. Although
we will do our best to protect your personal information, we cannot guarantee the security of your data
transmitted to any third parties; any transmission is at your own risk.

9.

How to control our communications
You can control how we use your personal information as part of the Offers and Loyalty Rewards by either
stopping your participation in a particular loyalty scheme via an appropriate option in the loyalty settings menu
within the MobiCash App and/or you can turn off the location services settings on your Device.

10.

How to access or change your personal information
10.1 You may access, review and edit your personal information at any time by logging in to your MobiCash
Account via the MobiCash App.
10.2 You have the right to:
(a)

if at any point you wish to either confirm whether your Personal Data is being processed and/or
access the data we hold on you, you have the right to request to see this information, usually free
of charge, by writing to us at the address at the head of this document and we will respond to this
request within one month;

(b)

to have certain data you have provided to us with to be provided to you in a structured and
commonly used electronic format (for example, a Microsoft Excel file), so that you can move, copy
or transfer this data easily to another data controller, or request that we transmit this data directly
to another organisation where it is practical for us to do so;

(c)

to have data corrected if it is inaccurate or incomplete;

(d)

to have data deleted if it is no longer needed or there is no longer a legitimate reason for the
processing, or if the data in question has otherwise unlawfully been processed. You may also
request deletion of your Personal Data if it was only being processed as a result of your consent
which has since been withdrawn;

(e)

to object to the processing of your Personal Data (note that this only provides you with the right
to raise your objections, not a blanket right to have any and all processing cease);

(f)

to restrict the processing of your Personal Data under certain circumstances, including if you have
contested its accuracy and while this is being verified by us or, if you have previously objected to
its processing, while we are considering whether we have legitimate grounds to continue to do
so;

(g)

be informed of our policies and practices in relation to personal information and to be informed of
the kind of personal information held by us;to be informed of any automated means by which your
personal information is processed; and

(h)

to cancel the processing of your personal information for marketing purposes. You can exercise
the right at any time by contacting us via the MobiCash App.

10.3 Your right of access to personal information held about you can be exercised in accordance with the
GDPR. The information should be provided to you within one (1) month and there is no fee incurred for

our providing this information to you, although repeated requests for the same information may incur
a fee to cover our reasonable administrative costs.
11.

How to contact us
Requests for access to personal information, or correction of personal information, or for information regarding
policies and practices and kind of personal information held are to be addressed to us by choosing the ‘Contact
us’ option in the settings menu within the MobiCash App or by writing to us at MobiCash, 9 the Triangle, NG2
Business Park, Nottingham. NG2 1AE United Kingdom.
For the avoidance of doubt, this Policy does not constitute a "framework contract" for the purpose of the EU
Payment Services Directive (2007/64/EC) or any implementation of that directive in the European Union or
EEA (including, without limitation, the UK Payment Services Regulations 2009).
We have appointed a data protection officer (DPO) to oversee compliance with this privacy notice. If you have
any questions about this privacy notice or how we handle your personal information, please contact the DPO.

You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK
supervisory authority for data protection issues.
If you wish to exercise any of your rights under the GDPR, raise a complaint about or seek more information
regarding how we have handled your Personal Data, including in relation to any of the rights outlined above,
you can contact one of our nominated representatives:
UK Contact
Name:

Christopher Palmer

Position:

Compliance Officer and Data Protection Officer (UK)

Telephone: 0115 753 01 20 ext 3114
Email:

C.Palmer@Compassplus.com

and your concerns will be investigated.
If you are not satisfied with our response, or believe we are processing your data unfairly or unlawfully, you
can complain to the Information Commissioner’s Office (ICO). You can find further information about the ICO
and their complaints procedure here: https://ico.org.uk/concerns/.
Back to top

